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Pykosodcmeo o ycmaHoske u Hacmpolke cpedcme
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

Paspen 1. BeegeHue

1.1. Obnactb NpUMeHeHns

[laHHOe pyKoBOACTBO MNOMOraeT Mnosib30oBaTesll0 HACTPOUTb CBOW MEPCOHasbHbIN
KOMMbIOTEP Ha paboTy C ANEKTPOHHOW NOAMUCHI0 NPU NCNONb30BaHUKN OnepaLoOHHON
cuctembl Windows (Bepcun XP u Bbiwe). [Ana npuMeHeHus CpeacTB 3NEKTPOHHON
noanucyu yctaHosute Heobxogmmoe rnporpaMMHoe obecrneveHue, a Takke HacTpouTe
KOMMOHEHTbI CUCTEMbI COrNAacHO NPUBEAEHHBIM HXKE NHCTPYKUUAM

1.2.YpoBeHb NOAroTOBKM NOSib30BaTENS
lMonb3oBaTtenb canta gomkeH obnagaTth creayrowen KBanugukaumen:
» [lonb3oBaTtenbckue HaBblku B paboTe c [MK;

» [lonb3oBaTtenbckue HaBblkn paboTkl ¢ Beb6-6pay3epamu: Mozilla Firefox, Google
Chrome, Edge, Opera, Axgekc bpayaep;

= ba3oBble HaBblkM MO YCTaHOBKE MporpamMmHoro obecnedyeHns Aans
onepauunoHHon cuctembl Windows.

Pasgen 2. MIHCTpyKuma nonb3oBaTens no yCTaHOBKE NOLAEPXKM dNEKTPOHHON
noanucu

2.1. YcraHoBka 10O n gpariBepoB ans nogaepxkn padbotel USB-TokeHa

B 3aBucumoctn ot npoussoantens USB-TokeHa ycTaHoBuTe M HacTponte 1O u
apansepbl Heobxogumble ona ero pabotbl. Kak npasuno, gaHHoe MO n gpansepbl
NPeaoCTaBnAlTCA B KOMMMEKTe ¢ npuobpetaemMon 3neKkTpoHHOW nognucbio. Ecnu
nporpaMmHoe  obecneyeHne He  ObINO  MpegoCTaBNeHO,  CBAXUTECb €
YOocToBepsilOWUM LEeHTPOM, BblaaBwuMM Bam 3neKTpoHHyr noanucb, unm
CaMOCTOSAITENIbHO CKa4yalTe ero Ha camTe NPoOM3BOAUTENS.

2.2. YctaHoBka 1 HacTtpouka «Kpuntollpo CSP»

[na npumeHeHMs CpencTB SMEeKTPOHHOW nognucu npu pabote B cucteme Bam
Heobxoanmo npuobpectn nporpammHoe obecnedeHne «Kpuntollpo CSP».

[Ons npnobpetenus nporpammHoro obecneyeHuns «Kpuntollpo CSP» n 03HakoMneHus
C JOKyMeHTauuen rno ero yctaHoBKe U HACTpoKKe, nepenanTte canT npouMsBoanNTeNs Nno
aZpecy B ceTu UHTepHeET: https://www.cryptopro.ru/products/csp

Ona yctaHoBkm un Hactpourkun «Kpuntollpo CSP» Bbl MOXeTe BOCMONb30BaTbCA
AokymeHTaunen no ycraHoBke «Kpuntollpo CSP», pa3smelleHHOW Ha caunte
npoussoamTens, NMbo BbINONHUTL NepeYnCcreHHble 34eCb AeNCTBUS:

= Banyctute ckayaHHboli EXE-pavn yctaHoBwuka «Kpuntollpo CSP». B
NOSIBUBLLEMCSH OKHE HaXXMUTe KHOMNKy «YcTaHOBUTbL (pekomeHayetcs)» (Puc 1).
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|l KpunroMpo CSP 4.0.9963

Braroaapwm 3a ebibop Kpuntolpo CSP.

MpoAonHan YCTaHOBRY, Bl NPUHUMAETE YCNOBUA JIULEHIMOHHOTD
COMEWEHHA.
MpogykT ByoeT ycTaHOBASH © BPEMEHHOM AMUEH3MEH Ha 3 MecAla.

— YcTaHoBWTb (pekomeHayeTcA)
Mpogywr ByaeT ycTaHoened B kondurypaumni KC1 v asbikom
ONEPALMOHHOH CHCTEMEI C HACTPOHKEMA NO YMONYEHUKD,

— [JonoaHnTensHele onunmK
Mozeonaet BpiBpaTe Kongurypaunie KC n asbik,

YCcTaHOBMTE KODHEBBIE CEDTUOMKATRI

MosABUTCA OKHO C XOAOM YCTaHOBKM nporpammebl. [oxauTecb yCTaHOBKU
nporpaMmmHoro obecneyeHus.(Puc. 2).

| WaeT HacTpoiika "KpunTollpo CSP"

- CmaeHa

B cnyyae ycnewHoW yCTAHOBKM MNpoOrpamMmmbl MOSIBUTCA CUCTEMHOE OKHO,
onosewatuiee 06 ycnewHon ycraHoske «Kpuntollpo CSP».(Puc 3).

KpuntoMNpo C5P yonewHo ycraHoBneH,
Ana koppekTHoR paéoTel KpunTtolpao C5P moxeT noTpefoBaTRCA
Mepe3anycTuTe Gpaysep.

oK

Ecnn nosButca OONONHUTENBHOE CUCTEMHOE YBEOOMSIEHWE C 3anpocoM O
nepesarpyske komrbloTepa, Haxmute «fa». Nocne nepesarpysku KoMmnbtoTepa
yctaHoBka «Kpuntollpo CSP» ByaeT 3aBepLueHa.

3anyctute nporpammy «Kpuntollpo CSP»

[nsa Toro, 4To6bl BBECTM NNLEH3NIO NPOrPAaMMHOIO NPOAYKTa HAXXMUTE Ha KHOMKY
«BBog nuueHsuny. (Puc. 4).
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

[ Kpuntolpeo CSP pod
ANropHTHEl BesonacHoCTE Winlogon HacTpoiita TLS
Obwme DbopyaoBaH1e Cepemc JononHUTensHD
I" 4 Kpwntolpo CSP Bepoms npoaykTa: 4.0.9963
- Bepoia aapa CE3M: 4.0.9019 KC1

£ Konnanwa KPUMTO-IPO, Boe Npaga SawuiieHsl.
E;l 3aNyYCTHTE C NDEBaMH 3AMMHUCTDATODS
NMueHzMA
CEpPUIAHEIR HOMED!
Bnagenew: MonbsoeaTens Windows
OpraHvsauma;
Cpok AeicTenA
TN AKUEHZMM: I
BBog nHUeHIMK. ..
Mepean yCTaHoBKE: '_,...--"’r
A3kl
BblﬁEpMTEuﬂ3blK Aans OTOBPEHEHWA OKOH £YMOMUEHHE CHCTE
C5P Bawen y4eTHOM 3anmoi;
BribepuTe AzbIK Ans OTODPEHEHNA OKOH Pycaanii
C5P none30BaTensi, He 3343BIUMX A3bIK
(YMOMYSHWE CACTEMBI):
oK OTMeHa MpHMEHMTE

Beeante cepuiHbIn

HOMEp C Bawero OnaHka nuMueH3nn

Ha npaBo

ncrnons3oBaHus «Kpuntollpo CSP». (Puc. 5).

15 Kpunrolpo CSP 4.0.9963

CeeqeHns 0 Nnonb3oBaTene
YKamuTe cBeaeHuA o cebe.

Monb3oBaTenb:

|I'I0nb3DBaTenb Windows

Opranvzauma;

CepuitHENI HOMED:

RO =X OO OO X XX

nmparpammioro npogykta 000 =KPUMTO-TIPO:=.

BeeawuTe EEDMﬁHbIﬁ Homep c Bawero BnaHka NMUUeHzm Ha MPas0 MMoNB30EaHKA AaHHOr o

OTmeHa

2.3. YcTaHOBKa NUYHOro ceptudukara

[nsa ycTaHOBKM NNYHOTO cepTudmKaTa UCNONb3ynTe CreayroLLyo MHCTPYKUMIO:

Mepengute Ha Bknaaky «Cepsucy nporpammbl «Kpuntollpo CSP» n nepenante
no kHorke «MpocmMmoTpeTb cepTUdMKaTbl B KOHTEMHepe...». (Puc. 6).
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

ANroOpUTMEI BesonacHoCTE Winlogon HacTpoitkm TLS
Obuye ObopyaosaHue Cepeuc AononHUTENBHD

KoHTEAHED 38KPEITOMD KMKYa

3TH MACTepa NO3B0NAKIT NPOTECTMPOBaTE, CKOMWPOBaTE MK
¥OanuTb KEIHTELT1HE|:I 3AKPBITOro KNDYa C HOCMTERA,

MpoTecTHpoBaTh. .. CKONMPOBaTb... YaanuTb...

CepTMOMKETEI B KOHTERHEDE 3aKDEITOMD KIKIYE

3TOT MECTEP NOSEONAET NPOCMOTPETE CENTHMRMKATE, HAXOLALMECH
B KOHTEMHEDE 38KPLITOMD KIKDYE, M YCTAHOBMTE MX B XPaHWUIMWLE
CEPTHDMKETOE,

—— MpocMoTpETE CEPTHRMKATEI B KOHTEAHEDE. ..

TMAYHEIR CEPTUGMKET

3TOT MACTEp NO3BONAET CBA3ATL CEPTHOKMKET M3 daina C
KOHTEHHEDOM 3aKPEITOrD KNDYa, YCTEHOBWE 3TOT CEpTMMKET B
HPEHHMLLE,

YCTEHOBMTE NMMYHBIN CERTUEMKET. ..

MEPoAY ZaKPEITEIX KIKYER

3TH MACTEPa NO3BONADT M3MEHUTE Naponk (MMH-<oab) 3aKkpeTEX
KMNHDYER MK YAANMTE 3aNoMHEHHEIE PaHEE MNapanM,

WM3MEHWTE Naponk. .. ¥0anuTb 3anoMHEHHBIE NaPanH. ..

oK OTtmMeHa MprMEHMT]

B nosiBuBiemcs okHe nepengute no kHonke «0O630p...». (Puc. 7).

| CepTudunkaTel B KOHTERHEPE JAKPEITOND KAKYA

HOHTelHEep 3aKpBITOrNo KNHUYa

BEEAMTE MNK YKEWMTE KOHTEHHED 3aKPEITOrD KKOYa ANA NPoCMoTPa
CeEpTUDMKETOB B STOM KOHTEMHEpE

MMA kniouesoro KDHTEI‘&HEDB:

pod

=

| [_ofson... |
BEEAEHHOE MMA 3803ET KNKOYEBOH KOHTENHED: / Mo cepTUMKaTYy. ..
@ MNonszoEaTena
KoMnetoTepa
BribepuTe CSP 4NA NOWCKE KNKOYEEEIX KOHTEAHEDOE:
Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider -
Nanee > OTMeHa

BbiGepuTe cepTudmkat, KOTOpbI Bbl MIaHUPyeTe YCTaHOBUTb Y HAXKMUTE KHOMKY

«OK». (Puc. 8).
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lpodaxa umyujecmea 6aHKpPOMOB»

=
KoHTeily
Beenl 8 Kpuntolpo CSP > ﬁg
o 0:039:48
Beibop KNtoYeB0ro KOHTERHEDS b
B CrMCKe NOK&EsEIBaTh:
(@) pyxecTEEHHEIE MMEHE () YHUKANEHEIE MMEHS
WMA knhoueg  CMMCOR KNKOYEBBIX KOHTEfHEPOE NONLS0BATENA:
~ L
CUMTEIEATENE  MMA KOHTEAHEPa lop
T Aktiv Rutoke,.. 5199625d-c886-42c6-9174-24c729c92202 I
g;ille””"e 5e-2h63-4f52-b0de -66cab26 17F78 =
oo | “ARGY Rutoke... ach2d5c2-e368-4car-bado-GrIscD39773
Peectp ScchfcSb1-d2a3-8e02-0a57-b38f2e4deea
Peectp e3d091678-7615-0920-e016-14d57fe 2818
BeibepuTe O
Crypto-Pro I OK I | OTHEHS
< Hazan Aanee > OTHEHS

Ibopa cepTudumkaTa HaxkmuTe kHonky «daneex». (Puc.

9).

2]
KOHTelHep 3aKpBITOro KNkoYa

CEPTUDMKETOE B STOM KOHTENHEPE

WMA KMoYEB0ro KOHTEAHEDPS!

BEEOMTE WM YKEMMTE KOHTEMHED 3EKPEITOMD KKDYa ANA NpocMoTRa

=

[ W\ VAktiv Rutoken lite D\38c43fe-2b63-4f52-b0de-66c3b26 1775

Ofzop...

BEEAEHHOE MMA 3A03ET KNKYEE0H KOHTEAHED:
(®) MonszosaTens
KoMneroTepa

BoibepuTe CSP ANA NOMOKE KNKOYEBEIX KOHTERHEDOE:
Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

Mo cepTUhMKATY. ..

s /
- Ha3aﬂ DTMEHa

LLIEMCH OKHE HaXXMUTe KHOMKy «YcTtaHoBUTb» (Puc. 10).

CeprundmKaTt gnA npocMoTpa
MpocMoTpuTe W BeifepuTe cepTudmkaT

2 CepTudmKkaTel B KOHTEAHERE 3AKPEITOMD KAKOYA

x

CepTudMKaT: |

CyfEbexT: ——

MocTaBWMK: 1 _

LefcTenTeneH

LefcTBUTENEH NO!

| 9Qaerycra 2020 r, 12:38:13

CepuHHBIR HoMED: | e T

|
!
| s aerycra 2019, 12:28:13 i
|
|

¥CTaHOBW T CBoliCTEA. ..
/" Obsop...
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B cnyyae ycnewHon ycTaHOBKM cepTudumkata, MNoABUTCA

Pykosodcmeo o ycmaHoske u Hacmpolke cpedcme
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

CncTteMHoe

yBegomreHne ob ycnewwHon ycTaHoBKe cepTudukaTta, Haxxmmute KHomky «OK».

(Puc. 11).

|2 Kpuntolpo CSP X

CepTW@WEAT Bl YCTAHOBAEH B XpaHnanwe “JnHHee’
TEKYWErD NONBI0EATENA,

— (e |

2.4. BbicTpavBaHue Lenoykn JOBEPUS MUYHOMY cepTudumKkaTy

HeobxoanMmo yCTaHOBUTb _CcepTUdUKaThI

KMKOYEN NPOBEPKM SNEKTPOHHOW NOAMNUCK:

KopHeBon cepTudpumkat MmnHkomeBsasn Poccumn B xpaHunuvwe ceptudgukatoB. Ceptudumkar

OOCTYyneH no CcblJike.

OTKkpounTe ckaveHHbIM cepTudukaT HaxaB «OTKpbITb» (Puc. 12).

OTkpbITe $aiin - NpegynpexieHne cMCTEMBbI BEsoNacHoCTH X
Bbl XOTMTE OTKpLITE 3TOT dain?

WMma:  .s\4BCEDCT14D97010C41A26E058ADE51FR1CE42475A(1).cer

& Wspatens:  Hepspecrnbiii msparens

Tun:  Ceptudmkar BesonacHocTk

WM Ch\Users\Boss\Downloads\4BCEDC14D97010C41AZ6E058A. .

——

Bceraa cnpalumeaTs npu oTKpLITUK 3Toro daiina

i Gaiinel us MHTepHera moryT BeiTe NOMEIHLI, HO 3TOT TUN (aina MoxeT
s r NoBpeanTs Komnetotep. Ecnn Bbl He goBepacTe McToUHMKY, HE

N OTKpbIBaiiTe 3TOT aitn. PakTopel pucka

B oTKkpbIBLLEMCSA OKHE HaXMUTe «YCcTaHOBUTbL cepTudukaTt». (Puc. 13).

n  Ceptudnkar *

Obuwme Coctae  MyTe CEPTHAMKALIA

g Ceenenns o ceprudmxare

IroT cepTwhHKaT NpeAHasHAYAETCA ANA:

* Bce NONMTHKK BblAaHK
* BCe NOAMTHKW NPMMEHEHIA

KoMy Bbijan: MuHKOMEBASE Pocoiu

Kem Bhigan: MuHKoMBAZE Pocoim

DeiicteuTenen ¢ 06.07. 2018 mo 01.07.2036

YCTaHOBUTL CEDTMdJMKET e 3aABnNeHUe NoOCT3BLLMKE

g
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

= OrtkpoeTtca «Mactep umnopta ceptucpmukatoB». [1ns ycTaHOBKM cepTumkaTa
HaxmuTe «[aneex».(Puc. 14).

=% MacTep nmnopTa cepTUgUKaToE

Macrep uMmnopTta cepTudmnkaToe

3TOT MAcTep NOMOraeT KOMWMPOBaTE EEDTMdJMKaTbI, CMAWCKH A0BEPMA W MMCKK OT3bIEG
CEDTI-ﬂdJI-dKEITEIB C NOK&NBHOr 0 AWCKE B XpaHWNKLLE CEDTI-ﬂdJI-ﬂKEITDB.

CepTUdMKAT, BBIAEHHBIN LEHTPOM CEPTUOMKALLN, ABNRETCA NOATEEPHAEHMEM BaLIENR

MMMHOCTH M COAEPHMT MHGOPMaLMIO, HEoDX0MMYIO ANA SAWMTE! A3HHEIX MK

YCTEHOBNEHWA SEWMLLEHHEIX CETEBRIX NOAKNKOUEHWA, XPEHUIMWLE CEPTHDUKETOE —

5T0 0BN&CTE CUCTEMBI, NPEAHASHEYEHHAR ANA XPEHEHWA CEPTUMKATOE,
PacnonomeH1e XpaHuimwa

(®) TerkylWMA NONB30BATENS

() NoxansHeI KoMnsoTep

[AnA NPoACKEHUA HEKMUTE KHOMKY "Janee”,

— o

= B OTKPbIBLLEMCA OKHE Bbl6epI/ITe

cnepymoulee xpaHunuwie» n Haxmute «0630p». (Puc. 15).

«Momectutb BCe cepTugdukatbl B

&«

=% MacTtep umnopTa cepTUgKaTOE

X¥panwnuue ceprwhuraros

¥paHuaMWLa cepTHMKATOE - 5TO CUCTEMHEIE 0GNaCTH, B KOTOPLIX
XPEHATCA CEpTUMKETEL

Windows a5TOMATHYECKM BEIDEPET XPEHMIMLLE, MMM BBl MOKETE YKa3aTh
PECMONOKEHWE CERTMOMKATE BPYYHYHD.

(D) ABToMaTHHeCKM BIfPaTE XDEHUNMLLE Ha OCHOBE THNA cepTHdUKaTa

I@ MoMECTUTE BCE CEPTHOMKETEI B CAEAYIOWEE XPEHMIMLLE I

XPEHUAMILE CEpTUDUKETOB!

| | Ofzop...

/

Hanee Otmena

CtpaHuua 9 n3 21



Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lpodaxa umyujecmea 6aHKpPOMOB»

B otkpbiBwemca okHe Bblibepute «[loBepeHHble
ceptudukaumm» n Haxmute «OK». (Puc. 16).

BeiBop xpannnnwla cepTudrkara >

BribEpHTE ¥paHUIMWE CEPTUDMKATOE, KOTOPOE Bbl
X¥OTHTE MCNONBZ0BEATE,

| NMiuHoe ~
il [loBepeHHEIe KopHEBbIE LIEHTPbl cepTig
| [oBEpUTENbHEIE OTHOWEHUA B NPEAnpY
| TpOMEXYTOUHEIE LEHTPEI CEPTHMKELM
| [osepeHkbie nzaaTenm

T CenTuhiakETRL K KATANKIM HET ANRAENILA

< >

[nokasate dmsmueckie xpaHuamwa

— Ommera

KOpPpHEeBbleé LUEeHTPbI

Mocne Bbibopa xpaHunuwa ana umnoprta Haxmute «danee» n «Ffotosox».(Puc. 17,
18).

“

£# MacTep wmnopTa cepTudmiatos

XPaEHWANILE CEPTHBUKATOR
XPEHUMUILE CEPTHHMKSTOB - 3TO CUCTEMHBIE 0BNACTH, B KOTOPKIX
XPEHATCA CEPTMMKATEI.

Windows a5TOMATUYECKM BoIBEPET XPEHWUAMILE, MMM Bbl MOXKETE YKA3ETE
PACNIONOHEHNE CEPTUDMKATE BRYHHYIO,

(O ASTOMATMUECKN BEIBPETE XPEHUMMILE HE OCHOBE THMa CEPTMPMKETE
(®) MoMecTUTS BCe CEpTUAMKATEI B CTEAYIOWEE XPSHUMMULLE

¥PaHUMMLLE CEpTUhMKATOS!

| JL0EEPEHHBIE KODHEBSIE LEHTDEI CETURMKALIN | | Ofzop...

— =]

=

=% MacTep nmnopTa ceptudnkatos

3aBeplieHne MacTepa MMNOPTa cepTUHNKATOB

CepTudiKat GyaeT MMNOPTMPOSEH NOCNE HAKATHA KHOMKKM “ToToBO™

Biinn yKasaHe! CIedyIoWMe NapaMeTpel:

XpaHunmwe cepTudmkaTos, BoibpaHHoe nonbsosaTeney IlN g e s STy
Conepxumoe CepTudukat

OTmena
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Pykosodcmeo o ycmaHoske u Hacmpolke cpedcme
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

» [losBUTCSA cucTeMHOe YyBegomrieHne o6 ycnewHom wumnopte cepTtudmkara,
Haxxmute «OK». (Puc. 19).

R

OBwme  Coctas  MyTe cepTUdMKALIM

g CBeqeHA 0 cepTdMKaTe

3ITOT cepTWMKAT NPpeqHASHAYAETCA [NA:

* BCE NOAMTHEN Beldaqm
* BCe NOAMTHRK MPUMEHEHMA

MacTep umnopTa cepTudnkaTos X fF—
Homy B

Hem BH o |."1MI'ICIpT YCNeWHD EBINOAHEH.

YCTEHOBWTE CEPTHOMKET ... 3aABNEHWE NOCTABILMKS

OK

Hdanee Heo6Xx0OMMO YCTaHOBWUTbH KOPHEBbIE CepTUdUKATbl YAOCTOBEPSAOLLEro LIeHTpa,
BblJaBLUErO BaM 3MeKTPOHHY nognucb. ObpaTtutech B cBon YL Ans nonyyeHus gaHHbIX

ceptudukatos. Ecnm kopHeBble cepTUdUKaTbl CkayaHbl, YCTaHOBUTE WX COrMnacHo
cneayoLwen UHCTPYKUUK.

= OTKpOMTE CKayaHHbIn ann Cc cepTudMKaToM U  HaxmuTe «YCTaHOBUTb
ceptudmkar». (Puc. 20).

»  CepTudukar x

Obwme  Coctas MyTe cEpTUdMKALYM

ﬁ CeeqeHHA 0 cepTHhHKaTe

3ToT ceprwbHMKaT NpegHasHa4YaeTca gna:

* BCe MOMMTHEM Bblaa4m
* BCe NonuTHEM MpUMEHEHMA

KoMy Boigan:

Hem Boigan: MuHKoMCBASE Pocoimn

Aeiictenrenen ¢ 20.07.2018 mo 20.07.2033

YCTEHOBMTE CEPTHAMKET. ..
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

= OrtkpoeTtca «Mactep umnopta ceptucpmukatoB». [1ns ycTaHOBKM cepTumkaTa
HaxmuTe «[aneex».(Puc. 21).

o* MacTtep umnopTa cepTgukaTos

MacTtep MMnopTa cepTMdHKaToB

3TOT MACTEp NOMOraeT KOMMPOBaTL CEpTMHOMKATEI, CNIMCKM A0BEPKA M CNMCKW 0T 35183
CENTHEMKSTOR C NOKAENEHOMD AWCKE B XPaHWUIMLWE CEpTHRMKETOR,

CepTUEMKET, BEIASHHEIR LEHTPOM CERTHEMKALMK, AENASTCA NOQTESPHASHWEN Ballel

MMHHOCTH M COABPHMT MHDOPMALIID, HEOBXOAMMYIO ANA 3aWMTEI AAHHBIX KA

YCTEHOBNEHWA 3ELUMLLEHHEIX CETEELIX NOAKMOYEHUA, XPaHUIMWE cepTHdUKaToE —

3T0 0BNacTh CUCTEMbI, MPEAHAZHEHEHHaRA ANA XPaHEHWA CEpTHDMKATOB.
PacnonoieHue XpaHnnmwa

(®) Terywwmit nons3oBaTens

() NoKankHLIiA KoMNoTEep

[NA NPoAGMKEHMA HEXMUTE KHOMKY "Hanee”,

— Ortmeqa

= B OTKPbIBLLEMCA OKHE Bbl6epI/ITe

cnepymowlee xpaHunuwie» n Haxmute «0630p». (Puc. 22).

«Momectutb BCe cepTugdukatbl B

&«

=% MacTtep umnopTta cepTUdMKaToE

¥panwnuuye ceprudukaros
XDEIHI-HJ'IMLLLEI EEDTHdJMKaTDB - 3TO CUCTEMHBIE DEJ’IEICFH, B KOTOPbIX
¥PEHATCA CEpTHDMKATEI.

Windows aBTOMaTHYECKM BEIDEPET XPEHWUIMLLE, MK BbI MOMETE YKA3aTh
pacnonoxeHne cepTHdMKaTa BpYYHYIO,

() ABTOMATHUECKM BRIBPATE XPAHWMMLLE HA OCHOBE TWNa CEPTUDUKATA

I@ MoMECTUTE BCE CEPTUBMKATE! B CNEAYIOWEE XPEHUMWLE I

XpaHunuwe cepTUdMKaTos!

| | Ofzop...

/

Janee Otmena
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha Tl «BATI1» e cekyuu
«[lpodaxa umyujecmea 6aHKpPOMOB»

B otkpbiBwemca okHe Bblbepute «[loBepeHHble KOpPHEBble LEHTPbI
ceptudukaumm» n Haxmute «OK». (Puc. 23).

Bribop xpannnuwa ceptudmkara .t

BribEpUTE ¥pPaHUNKMILE CEPTUDMKATOE, KOTOPOE Bbl
XOTHUTE WNONL30BaTh.

----- | NiuHoe P

JoBEpEHHEIE KOPHEBBIE LIEHTPEI CEPTHY
----- | NoBepUTENEHBIE OTHOWEHWA B NPeanpy
bl | TIPOMEYTOHHEIE LEHTPEI CEPTHEMKELA
... 7| NosepeHHble MsaaTEM

----- ; CenTAdUEATRL K KATARKIM HST AARSAL

€ >

[ INokasate dmsuueckue xpaHunmwa

—— ] CTMEHS

Mocne BbIbopa xpaHunua ang umnopta HaxmuTe «anee» n «fotosox.(Puc. 24,

“~

% MacTep MMnopTa CEpTUHUKATOR

XpaHwnuue cepTwhHKaToR

KPEHUNMILE CEPTMDHNKETOB - 3TO CHCTEMHBIE 0BNACTH, B KOTOPLIX
XPEAHATCH CEPTMDMKETDI.

Windows aETOMATUYECKK BEIDEPET XPESHUIMLLE, UMK Bbl MOMKETE YKA3aTE
PACNONOMEHHE CEPTMDMKETE BRYHHYIO,

() ABToMaTHHECKH BRIBPETH XPAHUIMILE HA OCHOBE THNA CEPTHDMKATE
(®) NMoMeCTUTE BCe CEPTUGMKATE B CEAYIOULES XPAHUIMLLE

XPEHUNHLLE CEpTHRMKETOBE!

| [A0BEPEHHEIE KOPHEBLIE LIEHTPE! CEPTHHOMKaLIM | | Obsop... I

— OTmena
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

*

4 &% MacTep wmnopTa cepTdnKaTos

3aBeplieHne MacTepa MMNOPTa CepTUPUKATOB

CepTudmkaT ByaeT MMNOPTHPOBaH NOCNE HEXATHA KHOMKK ToToso"

BNk YKa3aHE! CNEAYHOWME NEpaMeETPhI:

XPaHMMULLE CEPTUEMKATOS, BuifpaHHoe nonbsosaTenem Wl BTy
Coaepsmmoe CepTudmkaT
£ >

- Omens

» [losiBUTCSA cucTemMHoe yBeaomneHue, YTo «byaeT ycraHoBneH ceprudmkar or
ueHTpa ceptudukaummn», Haxmute «da». (Puc. 26).

Mpegynpesaerne cncTemsl BesonacHocTk

ByJeT YCTAHOBNEH CEPTUGMKAT OT LEHTPE CepTHgUKALMM
! (LIC), MpeAcTaBAAK WMiA:

Windows He yaaeTca NPOEEpKTE, YTO CepTHdUEAT
AENCTEMTENBHO MOAYYEH OT &

OepatuTece k™~~~ 7T I TTIIN T ana
NOATEEPHASHWA NPOUCKORAEHUA cepTdnkaTa. B xoge storo
NpoUecca BaM NPUrogUTCA CNEaVIoLEe IHAYEHHE:

OTtneyatok [shal): "m7m2nrT 2AnT=Tan ST aeE

I

MpeaynpexasHne:

Ecnu Bl YCTAHOBWTE 3TOT KOPHEEOA cepTudukat, Windows
BYAET AETOMATUHECKN A0EEPATE NOBOMY CEpTHEMEATY,
BoigaHHomy 3tnm UC, Yeranoska ceptndimeaTa ©
HENOATEEPAAEHHEIM OTNEYATKOM NPeAcTAENAET PHCK 40A
Ge30nacHocTH, Ecnu Bel HaxmeTe kHoNKY “[Ja’, Bbl
NPUMHUMAETE HA (EBA 3TOT PULE,

Ebl XOTWTR YCTAHOEWTE 3TOT CEpTUQMEATT

— Aa Het

= [logButCca cucTeMHoe yBeaoMieHne o6 ycnewHoM wuMnopTe cepTudukara,
Haxxmute «OK». (Puc. 27).

MacTep umnopTa cepTuduKaTos x

o WMMnopT yCnewHo EeNaaHeH.

— o
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

[nsa NpoBEpKM KOPPEKTHOCTU (POPMMPOBAHNA LLENOYKN CEPTUDUKATOB BbIOEPUTE NTNYHBIN
ceptudukat n Haxmute «danee». (Puc. 28).

e
KoHTelHep 3aKpeITOro Knouwa |
BEEAMTE MMM YKAKMTE KOHTEAHED SAKPEITOD KMNKOYa ANA NpOCMOTRE g
CEPTUDMKATOR B 3TOM KOHTEAHEDS |

HMMAa knioYesoro KDHTEEHEFIE: |

| Wi YAkt Rutoken lite 0\958c43f8e-2bta-4f52-b0de-66c0b 26 1775 Ofzop...
BeeneHHOE MMA 3a0acT KNKDYeEoH KoOHTERHED: Mo cepTudmKaTy...
@ MonesoBEaTenA

KomnbloTepa

BoibepiTe CSP AnA NoMCKE KNHYEBEIX KOHTEMHEDOE:

Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider ~ /

< Hazan Aanee = OTmMeHa

* B nosiBuBLUEMCS OKHE HaXXMuTe KHOMKy «CBomnctea». (Puc. 29).

[} CepTudukaTel B KOHTEAHEPE 3AKPRITOMND KITHIYE x
CeprudmKaT OnA NpocMoT pa
MpocMoTpUTE W BoibEpKTE CEpTUDMKET ﬁg
CepTHbUKaT: | ST |
CylrekT: | ©om ommemmn - " LT "'-|
MoCT EBLLME: | [=r = smemrwsimornon o DT es— GSTITITITI0N T IITIIINIIII0
AefcTBMTENEH C: | 9 aerycra 2019, 12:28:13 |
AelfcTBMTENEH No: | Saerycta 2020 r. 12:358:13 |
CEpMIHHEI HOMED: | B B T TE R |
YCTaHoBWTE CEOWCTES. ..
/ Ofzap...
< Hasaa OTMeHa

* B oTkpbIBLUEMCS OKHE nepenguTe Ha Bknagky «MyTtb ceptudukaumm». (Puc. 30).
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms

anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywiecmesa 6aHKpPOMO8»

n  Ceptudukar

Obwwe Cor:rasl MyTh CEpTUMKALYAN I

E Ceenennn o cepTudmKare

3TOT cepTmbMKaT NpegHasHayaeTca qQna:

X

* NoATEEPMASET YAANEHHOMY KOMMBKITEDY

A
MOEHTMEHMKELMIO BaLIEro KOMMEKOTERE

* 3aWHWEET cooBlLeHHA INEKTPOHHDH NOYTEI

# Knacc cpeactea JMKC1

* Knacc cpeactea 3MNKC2

» MonbsoBaTens CNy#bsl LUTAMNOE BPEMEHN he

Kowmy ebigan:

Hem BeigaH: 0T

Oencreutened ¢ 09,08, 2019 no 09,08, 2020

‘? EcTe 3akpeIThifl KNkoY ANA 3Toro cepTudukaTa,

YCTEaHOBUTE CEpTUdMKET. ..

3aRBNEHWE NOCTABLLMKE

|_|pl/l nepexoae Ha BKagkKy MOXHO yBUAOETb MyTb CepTVI(*)I/lKaLlI/II/I. B clny4yae

YyCMEeLwHon HacTporkn ceptudukataB none «CocTtosHne cepTudmkara» LOMKHO
oTobpaxaTbca «ATOT cepTudUKaT aencrteuteneH». (Puc. 31).

n  Ceptudukar

Ofume Coctas  [T¥Tb CEPTMHMKELIM

MyTe cepTHdMKELM

x

_ﬁJ MWHKOMCBASE POCcHK

COCToAHME CepTMEMKETE:

MpocMoTp cepTudmKaTa

3TOT CEPTUDMKAT ASACTEMTENEH,
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2.5. YcraHoBka 1 Hactpovika «Kpunto NMPO 3T Browserplug-iny»

Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lpodaxa umyujecmea 6aHKpPOMOB»

Ona KoppekTHoro yHKUMOHMPOBaHUA Beb-cTpaHuu, mcnonbayowmx Kpuntollpo SUIT
Browserplug-in, HegocTtatoyHO pacwupeHns nnsa 6paysepa. CHayana Heobxogumo
ckayaTb YCTaHOBOYHbIN (hain n ycTaHOBUTb €ro, cobnoaas HacTosLwyo VIHCTpyKUuio:

» [ina pabotbl nnarnHa Tpebyetcsa yctaHoBneHHbi Kpuntollpo CSP Bepcum 3.6
R4 v Bbiwe. OUCTpUBYTMB 1 MHCTPYKLMIO MO YCTAHOBKE MOXHO MOSTYYUTh MO CChISIKE.

= CkayanTte nporpammy yctaHoBku. Kpuntollpo SUIM Browserplug-in gocTtyneH no

CChblJIKe.

= 3anyctute ucnonHaemoin oann cadesplugin.exe. (Puc. 32).

Ed cadesplugin.exe

= T[logTreepaunTte yctaHoBky Kpuntollpo 3L Browserplug-in. (Puc. 33).

Kpuntolpe 3UMN Browser plug-in

¥Ycranocewnte Kpuntolpe 3UMN Browser plug-in?

Aa

Het

= Ecnu notpebyetcs, paspewwunte Kpuntollpo 3UIT Browserplug-in BHecTu
N3MEHeHNA NyTeM HaxaTusa kHonkn "Aa". (Puc. 34).

[~ Vima nporpamme:

Werounnk daiina:

@ Mokazate nogpobHocT

@] Bbl XOTUTE paspellnTb CAeaytoLe

MNpoeeperHEIl MZ4aTENE:

[y KOHTpONL yYeTHLIX 3anvcel nonsL3osarensi

KpunTollpe 3LUMN Browser

plug-in

CRYPTO-FRO

KecTkwi gnck KoMneroTEpa

i MporpamMmme BHeCTH
M3MEHEHUA Ha 3TOM KOMMNbloTepe?

Ja

Her

Hacpfolika BblAaYK TaKMK VEEADMASHHHA

= [loxguTtecb okoH4YaHus yctaHoBkn Kpuntollpo OLIM Browserplug-in.(Puc. 35).
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http://cryptopro.ru/products/csp/overview
https://www.cryptopro.ru/products/cades/plugin/get_2_0

Pykosodcmeo o ycmaHoske u Hacmpolke cpedcme
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

Kpuntellpe 3UN Browser plug-in

| et HacTpoiika KpunTolipo 3L Browser plug-n

Ocrasweech spemna; 31 cex

- OmieHa

= [locne okoH4aHus yctaHoBku Kpuntollpo QUM Browserplug-in Haxmute «OK».
(Pwc. 36).

Kpuntollpe 3LMN Browser plug-in X

Kpunrolpo 3UMN Browser plug-in ycnewHo ycTaHoeEH,
Ona koppertHod paBotel Kpuntellpo 3UIN Browser plug-in moxer
notpeboeatecA NepesanycTuTe Bpaysep.

o

= [JlanbHenwmne HaCTPOMKM pasnmyaloTca B 3aBUCMMOCTM OT MCMNONb3yemMoro
Gpaysepa.

= Bbpaysep Chrome (Chromium Edge): 3anyctute Chrome u poxauTtecb
onoBeLleHns 06 YCTaHOBMEHHOM pacLmpeHmm
"CryptoProExtensionforCAdESBrowser Plug-in". Bkntounte aTo pacwmpeHue. Ecnu
Ha Bawem komnbioTepe paHee YXe BbINOMHANACbL YCTaHOBKA pacluMpeHus
CryptoProExtensionforCAdESBrowser Plug-in, a notom oHo 6bif10 yaaneHo nnu Bbl
ncnonb3dyete Chromium Edge, ero notpebyetcs yctaHOBUTbL oTAenbHO. [ns aToro
nepenvanTe Mo CCbIIKE U YCTaHOBUTE paclUMpeHne U3 UHTepHeT-marasvHa
Chrome.(Pwuc. 37).

@__ JobaeneHo pacluMpeHme AW NpUACHKEHWE:
J&¢ CryptoPro Extension for CADES Browser Plug-in

Caxa U3 NporpamMM Ha B3LUEM KOMMNBIOTEDE YCTAHOEWNA
pacliMpes1e, KOTOPOE MOXET BANATE Ha paboTy Chrome.
Pazpewenusa:

» MpocMoTp ¥ M3MEHEHME BALIWX AaHHBIX Ha NOCELAEMbIX CaHTaX

» ¥eTaHosKka COEAMHEHWA CO CMEMHEIMI HATWEHBI M
NEHACHEHMAMK

).— KHIOYNTE Pacliuperne ¥ aannTh

= bBpaysep Opera wnun SfAlpekc.Bpaysep: pacwmpeHne [OCTYNHO MO
ccoinke.(Puc. 38).
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https://chrome.google.com/webstore/detail/cryptopro-extension-for-c/iifchhfnnmpdbibifmljnfjhpififfog
https://addons.opera.com/en/extensions/details/cryptopro-extension-for-cades-browser-plug-in

Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lMpodaxa umywecmea baHKPOMO8»

aeTop: cryptopro

Requires CryptoPro Browser Plug-in for work.

Mpaea noctyna

CHUMOK 3KpaHa

? CryptoPro Extension for CAdES Browser Plug-in
ro
= L//”a -

CryptoPro Extension for CAJES Browser Plug-in allows to use CryptoPro CSP from JavaScript in browsers.

+ | Nobasute B Opera

O paclumpeHun

3arpyzkn: 435 076

Kateropua: MHcTpymenTel paspaboTumy
BepcuA: 1.2.5

Paamep: 60,2 Kb

OBHoeneHo: 27 HoRGpA 2017 ¢
INuyerzonHoe cornawenue: Copyright]

= Bpay3ep MozillaFirefox: ckadanTte pacwmpeHne no cchiike U YCTaHOBUTE B

Opaysep camocTtosaTenbHo.(Puc. 39).

»
& MonyunTs AONOAHE...

* PaclwwnpeHna

,/ Temol

il NnarvHe

MpoBepuTe HANMYWE DBHOBNEHWE
lNMokazaTe HEAEEHWE OBHOBNEHWA
¥CTaHOBWTE 4ONOAHEHWE W3 dalina..
OTnaaka gononHeHWA

ABTOMATMHECKW 0GHOBNATE AONCAHEHNA

¥CTaHOBWTE ANA BCEX AONCAHEHW PEXNUM GETOMATUHECKOIO oBHOBNEHWA

= [lpoBepbTe KOPPEKTHOCTb YCTAHOBKW Ha CTpaHuLe NpoBepku nnaruHa. [na atoro
B OTKPbIBLUEMCS OKHE NOATBEPANTE AOCTYN NyTem Haxatusa kHonku "Oa". (Puc. 40).

B ' lNoaTeepsaeHue jocTyna

&/simple.html’

PaspelwinTe 3Ty cnepauwie?

3ToT BB-CalT NBITAETCA BEINOAHUTE CMEQILMHDY C KNHNYamMKA 1K
! CErJTlﬂqJIﬂKETEMH T UMEHH NONB3CBATENA,

‘https:/fwww.cryptopro.ru/sites/default/files/products/cades/demopag
BeinonHeHwe Takux onepaumiil CNegyeT paspeLlaTs TOALKD 418
EEﬁ'CEﬁTDEr KOTOPBIM Bbl JOBEPRAETE.

YToBEl oTKNHOUNTE JaHHOE NOATEEPALEHWE 4NA KOHKPETHOMO
eef-caiiTa, ero mMoxHo 40B3ENTE B CNWCOK JOBEPEHHBLX Beb-caliTos,

ACCTYTHBIA HA CTPaHWLIE HACTPOEK YEPES MEHID
Myck->KPWMTO-MNPO->Hacrpodkn 3UIN Browser plug-in,

N >

» Ecnun ycraHoBka Kpuntollpo 3L Browserplug-in npowna ycnewHo, nosBuTcs
OKHO C Hagnucbio "lMnarvuH 3arpyxeH"”, ykasaHMem ero Bepcun uU UCMnosib3yemMomn
Bamu Bepcumn Kpuntollpo CSP.(Puc. 41).

Y

&

MnarkH aarpysed. @
BepcuA nnarmHa: 2.0.13771 BepowA kpuntonpoeangepa:; 4.0 9963

Kpuntonpoeangep: Crypto-Pro GOST R 34.10-2012 Cryptographic Semvice Provider

2.6. NpoBepka KOPPEKTHOCTN paboThl ANEKTPOHHOW NoAnNncK

= [lna TOro, 4tobbl

NPOBEPUTb KOPPEKTHOCTb PaboTbl 3MEKTPOHHOM Mnoanucu,

Heobxoammo nepenTtun B pasgen «Hactpoutb Al» JOCTynHbIM NO agpecy B ceTu
nHTepHeT htips://6aHkpoT.BaTn.pdh/signature-settings , HaXMuTe Ha KHOMKY

«MpoBeputb AMl».(Puc. 42).
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https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension_latest.xpi
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Pykosodcmeo no ycmaHoske u Hacmpolike cpedcms
anekmpoHHou nodnucu Ha ATl «BATI1» e cekyuu
«[lpodaxa umyujecmea 6aHKpPOMOB»

< HacTtpouTte 3I1

JLnA HacTPoiKK 3NeKTPpoHHOM noanucy (ganee 3MM) HeoBxoguMo:

O2HAKOMWTCA C MHCTPYKLMEH NO YCTAHOBKE W HACTPOWKE CPe/ICTE 3NEKTPOHHOR NOANMEN.

PYKOBO/JICTBO MO YCTAHOBKE M HACTPOWKE CPE[JCTB S/IEKTPOHHO MNOAMNMUCH

KpaTKaﬂ MHCTPYKLMUA NO YCTAaHOBKE U HaCTDOI?'IKe CpeacTB 3aNeKTpoH HOW noarmncu.
1. YcTaHoBuTe 1 HacTporTe CK3WN «Kpuntollpo CSP»

1.1 Ananp CPeACTE 3NeKTp: A nognuck npu paéoTe B cucTeme Bam HeoGxoJMMo NpUo6pecTi NporpaMmMHoe ofecneyeHue <Kpuntolpe CSP» ANA Ballel onepauWoHHOR
CHCTEMBI

LLnA NOKYNKW, YCTaHOBKH M HacTpoAKM «KpunTtofpo CSP» Bel MoXeTe BOCNONL30BaTLCA AOKYMEHTauMel no ycTaHoeke «Kpuntolpo CSP», paameweHHOR Ha caliTe npoMasoanuTena
1.3. YcTaHoeuTe gpaiieepbl ans USB TokeHa, CKayae ux ¢ caiTa NpouzeoguTens

1.4. YCTaHOBWTe Heo6X0AMMBIE CepTUGMKaTLI YAOCTOBEPAIOULErD LIEHTPa, BbiAaBiuero sam 3I1

2. Ckavaiite u yctaHoeute Kpuntolpo SLM Browser Plugin

2.1. A NOAMMCAHNA GOKYMEHTOB W CEEEHMH 3NIEKTPOHHOH NOANMCEI0 Ha 3TT MCnonbayeTcA nporpammHoe obecnederme "Kpuntolpo 3UN Browser Plugin’, koTopoe nozeonAeT pabotaTh
Ha nnowagke 8 nbbix nonynApHbix Gpaysepax (Mozilla Firefox, Chrome, Opera, Aupexc Gpayzep, CnyTHUK)

2.2. [InR HAacTPOWKM KOMNbIOTEPa ANA paboTbl C 3NeKTPOHHON NoANVChH Bam HeofxoanMmo GyeT ckauaTb W ycTaHoBWTb Kpuntollpo 3L Browser Plugin
3. HactpoiiTe 6payaep

Mozilla Firefox — ckauaiiTe u ycTaHOBWTE pacluvpeHve Ans Gpay3epa OTCH/|a M YCTAHOBUTE ero cneyR nHoTpykumy (BaxHol)

Google Chrome — ycTaHoBuTe pacluvpenne

Opera u Augekc Bpay3ep — ycTaHOBUTE pacluvpenie

Ecnu ocywecTBneHbl BCe HACTPONKMW, ONUCaHHbIe Bbile, Bbl MoxeTe:

MPOBEPUTE 3N —

[MosiBUTCA BCNNbiBaloLWee OKHO C MOATBEpXAEeHWEeM onepauum C KnoYamu unu
cepTudukatamm oT MMeHu nonb3oBaTtens. Haxvute «dax. (Puc. 43).

3TOT Be6-CaAT NBEITASTCA BEINOAHNTE ONEPaUMID C KNKDYamMA
I WK CepTUMKATAMK 0T MMEHK NOAB30BATENA.

“https://farest.tektorg.ru/signature-settings’

BLINOAHEHWE TAKWK ONEPALMIA CIEZYET PAPEINETE TONBKD 408
E26-C3IATOE, KOTOPEIM Bl JOBEPAETE,

YToBbl OTENDYUTE JaHHOE NOATEEpHAEHWE ANA KOHKPETHOro
B26-C3lTa, Ero MOMHO A4063BWTE B CNMCOK A0ESPEHHBIX
E£6-C3IATOE, AOCTYNHEIA HA CTPAHWLE HACTPOEK YEpEs MEHHD
Myck-> KPUATO-MPO->Hacrpoikn 3UN Browser plug-in.

PazpewnTe 3Ty oNepayun’

— Aa Het

MosiBUTCA OKHO C BblbOpoM cepTudmkaTta. BeibepuTte HyxHbI cepTudukaT ans

co3pganus nognucu. (Puc. 44).

Boi6op cepTudukaTa

TECT

Mocne Bbibopa cepTudukata HaxxmuTe Ha KHOMNKy «CosaaTtb nognucb» (Puc. 45).
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Pykosodcmeo o ycmaHoske u Hacmpolke cpedcme
anekmpoHHou nodnucu Ha Tl «BATI1» e cekyuu
«[lMpodaxa umywiecmesa 6aHKpPOMO8»

[1ns HACTPOAKK 3NEKTPOHHOM nognucw (ganee 31M) Heobxoaumo:

03HaKOMMTCA C MHCTPYKLMEN MO YCTaHOBKE W HAacTPOMKe CpeCTB 3/IEKTPOHHON noanucy.

PYKOBO/ICTBO 10 YCTAHOBKE W HACTPOWKE CPEZICTB S/IEKTPOHHOM MOANMCY
KpaTkasi MHCTPYKLUUS MO YCTaHOBKE U HAacTPOMKe CPeACTB 3JIEKTPOHHON MNOAMNMUCH.

1. YctaHoBuTe u HacTporTe CK3W «KpunTollpo CSP»

1.1 Ina npumeHeHHA CpeacTB 3NeKTPOHHOM nognwuck npu paboTe B cucteMe Bam Heobxogumo npuobpectu nporpammHoe obecrieyeHune «Kpuntollpo CSP» gna Bawen onepaunoHHon
CUCTEMBI.

s nokynku, yctaHoBKK U HacTpoiiku «KpunTollpo CSP» Bel moxeTe Bocnonb3oBaThes JOKyMeHTaluei no yctaHoske «Kpuntollpo CSP», pasmeluerHoil Ha caiiTe npovussoguTens
1.3. YcraHoBuTe gpaieepbl gna USB TokeHa, ckauas ux ¢ caliTa Nnponssogutens

1.4. YcraHoBuTe HeobXoanMbIe CEpTMhNKATEI YAOCTOBEPAIOLLENO LEHTPAE, BblAaBwero sam 31

2. CkavaiTe 1 yctaHoBuTe Kpuntollpo SLIM Browser Plugin

2.1. [InA noAnvcaHA AOKYMEHTOB U CBEIEHWA 3NEKTPOHHOM noAnuckio Ha 3TT uenonbayeTeA NporpaMmHoe obecnedenue "Kpuntollpo 3LIMN Browser Plugin’, koTopoe noasonaeT pabotats
Ha nnowagke B Nrobbix nonynapHeix Gpaysepax (Mozilla Firefox, Chrome, Opera, Annekc Gpayzep, CnyTHWK)

2.2. [Ina HaCTPORKW KOMMNbloTepa ana paboTel ¢ 3NeKTPOHHOM NoanMcklo Bam HeoBxognmo ByneT ckauaTkb M ycTaHoBHTL KpunTollpo SLITN Browser Plugin
3. HacTtpoiite 6paysep

Mozilla Firefox — ckaqaiite u ycraHoBuTE paciumpeHue ans Gpay3epa oTciofa 1 yCTaHOBMTE ero criiefys nHcTpykuni (BaxHo!)

Google Chrome — ycTaHoBMTE paciuvperie

Opera 1 filnpekc Bpaysep — ycTaHOBUTe pacilumperue

Ecnun OCYyLEeCTB/IEHDI BCE HaCTpOFIKM, ONMCcaHHbIE BbIlUE, Bbl moxeTe:

|

= B cnyyae ycnewHoOMW HaCTPOMKU 3NEKTPOHHOW MOAMUCK MOSIBUTCA CUCTEMHOE
coobuyeHmne «Moanuckb ycnewHo co3aaHay. (Puc. 46).

Mognuck YCNeWHo co3aaHa
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